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(57) ABSTRACT

An electronic key system enabling to improve security
against vehicle theft is provided. A smart ECU acquires
encrypted data from an electronic key. When all identifica-
tion data stored in a memory and a memory of an electronic
component embedding connector correspond to the identi-
fication data transmitted from the electronic key, the smart
ECU cancels security and permits operations of a door lock
driving unit, a steering lock driving unit, and an engine
control unit.

2 Claims, 4 Drawing Sheets
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FIG. 2
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FIG. 3
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FIG. 4
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1
ELECTRONIC KEY SYSTEM

TECHNICAL FIELD

The present invention relates to an electronic key system,
and more specifically relates to an electronic key system in
which operations of in-vehicle units such as an engine
control unit are permitted when authorized identification
data is transmitted from an electronic key to cause security
to be canceled.

BACKGROUND ART

As the aforementioned electronic key system, an engine
start control system described in Patent Literature 1 has been
proposed, for example. In the engine start control system
described in Patent Literature 1, ID codes (identification
data) are prestored in memories in a smart ECU controlling
a door lock mechanism and a plurality of immobilizer ECUs
controlling an engine control unit to permit an engine to start
when an ID code transmitted from an electronic key corre-
sponds to all the ID codes prestored in the smart ECU and
the plurality of immobilizer ECUs.

However, in the aforementioned conventional engine start
control system, the ID codes are stored in the plurality of
ECUs. Since installation locations of these ECUs in the
vehicle are easily identified, and the ECUs are detached
relatively easily, security is canceled in an unauthorized
manner by replacement of the ECUs themselves. This causes
a problem in which security against vehicle theft is incom-
plete.

CITATION LIST
Patent Literature
Patent Literature 1: JP 2004-27882 A
SUMMARY OF INVENTION
Technical Problem

An object of the present invention is to provide an
electronic key system enabling to improve security against
vehicle theft.

Solution to Problem

To solve the above problems, an invention described
resides in an electronic key system including a control unit
acquiring identification data from an electronic key and
connected to a first in-vehicle unit whose operation is
permitted when the acquired identification data is autho-
rized, and security is canceled, a first wiring harness con-
nected to the control unit, a second wiring harness connected
to a second in-vehicle unit, and a connector connecting the
first wiring harness to the second wiring harness. The control
unit and the connector respectively have embedded therein
memories prestoring identification data. The electronic key
system further includes a security canceling unit canceling
security when all the identification data stored in the memo-
ries embedded in the control unit and the connector corre-
spond to the identification data transmitted from the elec-
tronic key.

Preferably, an invention described resides in the elec-
tronic key system, wherein the connector has embedded
therein an attaching/detaching detecting unit detecting
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2

attaching and detaching of the control unit, and wherein,
once the attaching/detaching detecting unit detects that the
control unit has been detached, the security canceling unit
does not perform security canceling thereafter.

Advantageous Effects of Invention

As described above, according to the invention, the iden-
tification data is stored in the connector connecting to each
other the wiring harnesses connected to the control unit and
the second in-vehicle unit. That is, by storing the identifi-
cation data in the connector integrated into the wiring
harnesses, which are attached to the vehicle body and are
difficult to be detached since they cannot be detached
without detaching other accessories, security canceling by
means of part replacement is difficult, which enables secu-
rity against vehicle theft to be improved.

According to the invention, the security canceling cannot
be performed when the control unit is detached for an
unauthorized purpose. Thus, security against vehicle theft
can further be improved.

BRIEF DESCRIPTION OF DRAWINGS

FIG. 1 is a block diagram illustrating an electronic key
system according to the present invention.

FIG. 2 is a detailed perspective view of an electronic
component embedding connector illustrated in FIG. 1.

FIG. 3 is a circuit diagram of a control circuit sealed in a
sealed body illustrated in FIG. 2.

FIG. 4 is a flowchart illustrating a processing procedure of
a smart ECU illustrated in FIG. 1.

DESCRIPTION OF EMBODIMENTS
First Embodiment

Hereinbelow, an electronic key system according to a first
embodiment of the present invention will be described based
on FIGS. 1 to 3. FIG. 1 illustrates an electronic key system
according to the present invention. FIG. 2 is a detailed
perspective view of an electronic component embedding
connector illustrated in FIG. 1. FIG. 3 is a circuit diagram of
a control circuit sealed in a sealed body illustrated in FIG.
2.

An electronic key system 10 illustrated in FIG. 1 is
mounted in a not-illustrated vehicle. This electronic key
system 10 includes a smart ECU 1 as a control unit, a first
wiring harness W1 connected to the smart ECU 1, second
wiring harnesses W2 connected to a plurality of loads 40
(corresponding to “a second in-vehicle unit”) controlled by
the smart ECU 1, a connecting connector 2 attached to an
end portion of the first wiring harness W1, and an electronic
component embedding connector 3 (corresponding to “a
connector”) attached to end portions of the second wiring
harnesses W2.

The smart ECU 1 is provided to enable wireless commu-
nication with a freely portable electronic key 50 via an
antenna AT and receives encrypted data (corresponding to
“identification data”) transmitted from the electronic key 50.
Also, to the smart ECU 1 are connected to a door lock
driving unit 61, a steering lock driving unit 62, and an engine
control unit 63 (corresponding to “a first in-vehicle unit™)
whose operations are permitted when authorized encrypted
data is transmitted from the electronic key 50 to cause
security to be canceled.
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The door lock driving unit 61 is a unit which performs
locking/unlocking of a not-illustrated door. The steering
lock driving unit 62 is a unit which performs locking/
unlocking of not-illustrated steering lock. The engine con-
trol unit 63 is a unit which controls fuel injection in a
not-illustrated engine and engine ignition. Also, the smart
ECU 1 has embedded therein a memory 11a storing part of
the authorized encrypted data.

The smart ECU 1 is operated when it is supplied with
power supply voltage VB from a not-illustrated battery. The
smart ECU 1 outputs control signals configured to control
the loads 40. This smart ECU 1 is provided with a power
supply terminal from which positive side signals of the
power supply voltage VB are output, a ground terminal from
which negative side signals of the power supply voltage VB
are output, and a control terminal from which the control
signals are output (none of the terminals is illustrated).

The first wiring harness W1 includes a power supply line
L11 connected to the power supply terminal of the smart
ECU 1, a ground line 1.12 connected to the ground terminal,
and a control line L13 connected to the control terminal and
performing multiple (serial) transmission of the control
signals to the respective loads 40. One end of this first wiring
harness W1 is connected to the smart ECU while the other
end is connected to the connecting connector 2.

Each of the second wiring harnesses W2 includes wires
such as a power supply line and a ground line configured to
supply the power supply voltage VB and a control line
configured to output the control signals to the load 40. One
end of the second wiring harness W2 is connected to each
load 40 while the other end is connected to the electronic
component embedding connector 3.

The electronic component embedding connector 3 is
connected to the connecting connector 2 attached to the
other end of the first wiring harness W1 to connect the first
wiring harness W1 and each of the second wiring harnesses
W2 to each other. The electronic component embedding
connector 3 includes an outer housing 31 and a control
circuit package 32 housed in the outer housing 31 as
illustrated in FIG. 2. The outer housing 31 is formed in a flat
box shape using an insulating synthetic resin and integrally
includes a tubular hood portion 31a and a control circuit
package housing chamber 315 leading to the hood portion
31a as illustrated in FIG. 2.

The control circuit package 32 includes a power supply
terminal metal fitting T11, a ground terminal metal fitting
T12, and a control terminal metal fitting T13 respectively
connected to the power supply line L.11, the ground line .12,
and the control line [.13 constituting the first wiring harness
W1, a plurality of terminal metal fittings T2 respectively
connected to the second wiring harnesses W2, and a sealed
body 33 as illustrated in FIG. 2.

The power supply terminal metal fitting T11, the ground
terminal metal fitting T12, and the control terminal metal
fitting T13 are made of conductive metals. One end of each
fitting is inserted in the below-mentioned sealed body 33
while the other end projects from one surface out of a pair
of surfaces of the sealed body 33 opposed to each other.
Also, the other ends of these terminal metal fittings T11,
T12, and T13 projecting to the outside are provided with
male tab terminals, which are housed in the hood portion
31a of the outer housing 31.

The male tab terminals formed in these terminal metal
fittings T11, T12, and T13 are electrically connected to
female terminal metal fittings (not illustrated) in the con-
necting connector 2 when the connecting connector 2
attached to terminals of the first wiring harness W1 is fitted
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with the male tab terminals. This causes the power supply
line 11, the ground line [.12, and the control line 113
constituting the first wiring harness W1 to be connected to
the power supply terminal metal fitting T11, the ground
terminal metal fitting T12, and the control terminal metal
fitting T13, respectively.

Each of the terminal metal fittings T2 is made of a
conductive metal. One end of each fitting is inserted in the
below-mentioned sealed body 33 while the other end proj-
ects from the other surface out of the pair of surfaces of the
sealed body 33 opposed to each other. Also, the other ends
of these terminal metal fittings T2 projecting to the outside
are provided with insulation displacement connectors, to
which the wires constituting the second wiring harnesses
W2 are pressure-connected.

The sealed body 33 resin-seals a not-illustrated chip
having embedded therein the control circuit illustrated in
FIG. 3 and one ends of these terminal metal fittings T11,
T12, T13, and T2 in a state in which these are wire-bonded
and connected. As illustrated in FIG. 3, in this sealed body
33, the power supply terminal metal fitting T11, the ground
terminal metal fitting T12, and the terminal metal fittings T2
are connected one another to cause the power supply voltage
VB to be supplied to the respective loads 40 as illustrated in
FIG. 3. Also, the chip in the sealed body 33 includes a CPU
33a and a power supply IC 335 as illustrated in FIG. 3.

The CPU 33a is operated when it is supplied with power
from the below-mentioned power supply IC 335, identifies
an address based on a control signal received from the
control terminal T13, and transmits the control signal to the
terminal metal fitting T2 to which the addressed load 40 is
connected. The CPU 33a also has embedded therein a
memory 33c storing part of the authorized encrypted data.
That is, in the present embodiment, the first half of the
authorized encrypted data is stored in the memory 11a in the
smart ECU 1 while the last half is stored in the memory 33¢
in the electronic component embedding connector 3, for
example. In other words, the authorized encrypted data is
separated and stored in the memory 114 in the smart ECU 1
and the memory 33¢ in the electronic component embedding
connector 3.

The power supply IC 3356 is connected to the power
supply terminal metal fitting T11 and the ground terminal
metal fitting T12, generates power for the CPU 334 from the
power supply voltage VB to be applied between the power
supply terminal metal fitting T11 and the ground terminal
metal fitting T12, and supplies it to the CPU 33a.

Next, operations of the electronic key system 10 men-
tioned as above will be described with reference to a
flowchart illustrated in FIG. 4. The smart ECU 1 is mounted
in a vehicle and starts operations when it is supplied with
power. First, the smart ECU 1 determines from a control
history of the door lock driving unit 61 whether or not the
door is locked (step S1). In a case in which the door is locked
(Y in step S1), the smart ECU 1 intermittently transmits a
request signal from the antenna AT (step S2). When the
electronic key 50 receives the request signal, the electronic
key 50 wirelessly transmits encrypted data. That is, the
electronic key 50 stands by in a stand-by mode and repeats
transmission of the encrypted data only when it receives the
request signal.

When the smart ECU 1 receives the encrypted data from
the electronic key 50 (Y in step S3), the smart ECU 1
confirms matching between part of the encrypted data
received from the electronic key 50 (the first half in the
present embodiment) and part of authorized encrypted data
stored in the memory 11a of the smart ECU 11 (step S4). The
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smart ECU 1 also transmits part of the encrypted data
received from the electronic key 50 (the last half in the
present embodiment) to the electronic component embed-
ding connector 3 (step S5). The CPU 334 in the electronic
component embedding connector 3 confirms matching
between the part of the encrypted data received and part of
the authorized encrypted data stored in the memory 33¢, and
transmits a matching result to the smart ECU 1.

In a case in which the smart ECU 1 verifies the matching
in step S4 and also verifies the matching based on the
matching result received from the CPU 33a in the electronic
component embedding connector 3 (Y in step S6), the smart
ECU 1 functions as a security canceling unit, cancels
security, and transmits permission signals for permission of
operations to the door lock driving unit 61, the steering lock
driving unit 62, and the engine control unit 63 (step S7). The
door lock driving unit 61, the steering lock driving unit 62,
and the engine control unit 63 are in states in which
operations are permitted when receiving the permission
signals. When a door unlocking operation is performed, the
door lock driving unit 61 cancels the door lock. When an
engine start operation is performed, the steering lock driving
unit 62 cancels the steering lock, and the engine control unit
63 performs engine ignition and fuel injection to start the
engine.

On the other hand, in a case in which the matching is
verified in step S4 but in which the matching is not verified
based on the matching result received from the CPU 33a in
the electronic component embedding connector 3, in a case
in which the matching is verified based on the matching
result received from the CPU 334 in the electronic compo-
nent embedding connector 3 but in which the matching is not
verified in step S4, or in a case in which the matching is not
verified in step S4 and in which the matching is not verified
based on the matching result received from the CPU 33a in
the electronic component embedding connector 3 (N in step
S6), the smart ECU 1 determines that the electronic key 50
is not authorized and returns to step S1 without canceling the
security.

In the case in which no permission signal is output from
the smart ECU 1, the door lock driving unit 61 does not
cancel the door lock even when the door unlocking opera-
tion is performed, and thus no one can intrude into the
vehicle in an unauthorized manner. Even when one intrudes
into the vehicle in the unauthorized manner, e.g., by break-
ing the window, the steering lock driving unit 62 does not
cancel the steering lock, and the engine control unit 63 does
not perform the engine ignition and the fuel injection.
Accordingly, vehicle theft can be prevented.

According to the aforementioned embodiment, the
encrypted data is stored in the electronic component embed-
ding connector 3 connecting to each other the wiring har-
nesses W1 and W2 connected to the smart ECU 1 and the
loads 40. That is, by storing the encrypted data in the
electronic component embedding connector 3 integrated
into the wiring harnesses W1 and W2, which are attached to
the vehicle body and are difficult to be detached since they
cannot be detached without detaching other accessories,
security canceling by means of part replacement is difficult,
which enables security against vehicle theft to be improved.

Second Embodiment

Next, a second embodiment will be described. A signifi-
cantly different point of the second embodiment from the
first embodiment is a configuration of the electronic com-
ponent embedding connector 3. While the CPU 33a embed-
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ded in the electronic component embedding connector 3 is
operated when supply from the power supply IC 335 is
received in the first embodiment, the electronic component
embedding connector 3 further includes a not-illustrated
backup power supply which starts supply of power when
supply of power from the power supply IC 335 is interrupted
in the second embodiment.

Also, the CPU 33a functions as an attaching/detaching
detecting unit and detects attaching and detaching of the
smart ECU 1. When the smart ECU 1 is detached, no power
is supplied to the power supply IC 335, and supply of power
from the power supply IC 336 is interrupted. When the
supply of power from the power supply IC 335 is inter-
rupted, the backup power supply supplies power to the CPU
33a, and the CPU 334 can continue operations. When the
CPU 33a determines that the supply of power from the
power supply IC 335 is interrupted and that the CPU 33aq is
supplied with power from the backup power supply, the
CPU 33a determines that the smart ECU 1 has been
detached and records the matter in the memory 11a. In the
case in which the record of the matter that the smart ECU 1
has been detached exists, the CPU 334 in the electronic
component embedding connector 3 transmits a matching
result of no matching to the smart ECU 1 without verifying
matching with encrypted data stored in the memory 33c¢
even when encrypted data is transmitted from the smart
ECU 1. Accordingly, once the CPU 33a in the electronic
component embedding connector 3 detects that the smart
ECU 1 has been detached, the smart ECU 1 does not perform
security canceling thereafter.

When one wishes to detach the smart ECU 1 in an
authorized manner, one makes the detached smart ECU 1
perform an operation of recording that the smart ECU 1 has
been detached in the authorized manner. At this time, in the
case in which the information that the smart ECU 1 has been
detached in the authorized manner is recorded in the smart
ECU 1, the CPU 334 in the electronic component embed-
ding connector 3 confirms matching of encrypted data in a
normal manner and outputs the result to the smart ECU 1
even in a case in which the record of the matter that the smart
ECU 1 has been detached exists in the memory 33c.

Another idea is that an operation of deleting the record
that the smart ECU 1 has been detached stored in the
memory 33¢ in the electronic component embedding con-
nector 3 is made to be performed. Still another idea is
sending a command of temporarily stopping detection of
attaching and detaching by the CPU 33a before detaching
the smart ECU 1, or detaching the backup power supply
beforehand to prevent the record that the smart ECU 1 has
been detached from being performed.

Accordingly, the security canceling cannot be performed
when detaching of the smart ECU 1 is not performed in a
correct procedure, and when the smart ECU 1 is detached for
an unauthorized purpose. Thus, security against vehicle theft
can further be improved.

Meanwhile, although encrypted data is stored in one
electronic component embedding connector 3 in the afore-
mentioned first and second embodiments, the present inven-
tion is not limited to this. In a case in which the smart ECU
1 is connected to a plurality of electronic component embed-
ding connectors 3, encrypted data may be stored in memo-
ries of the plurality of electronic component embedding
connectors 3 respectively.

Also, although the CPU 334 of the electronic component
embedding connector 3 just confirms matching, and the
smart ECU 1 as the security canceling unit performs deter-
mination of security canceling based on a matching result
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received from the electronic component embedding connec-
tor 3 in the aforementioned first and second embodiments,
the present invention is not limited to this. Conversely, the
smart ECU 1 may transmit a matching result to the elec-
tronic component embedding connector 3, and the CPU 33a
of the electronic component embedding connector 3 may
perform determination of security canceling and transmit the
determination result to the smart ECU 1 again. In this case,
the CPU 33a of the electronic component embedding con-
nector 3 functions as the security canceling unit.

Also, the smart ECU 1 may transmit a matching result
with encrypted data recorded in the own memory 11a and a
matching result received from the CPU 33a in the electronic
component embedding connector 3 to the door lock driving
unit 61, the steering lock driving unit 62, and the engine
control unit 63, and the door lock driving unit 61, the
steering lock driving unit 62, and the engine control unit 63
themselves may determine security canceling. In this case,
the door lock driving unit 61, the steering lock driving unit
62, and the engine control unit 63 function as the security
canceling unit.

Also, although the door lock driving unit 61, the steering
lock driving unit 62, and the engine control unit are con-
nected directly to the smart ECU 1 in the aforementioned
embodiments, the present invention is not limited to this.
The door lock driving unit 61, the steering lock driving unit
62, and the engine control unit 63 may be connected to the
smart ECU 1 via the electronic component embedding
connector 3. In this case, the door lock driving unit 61, the
steering lock driving unit 62, and the engine control unit 63
correspond to a first in-vehicle unit and a second in-vehicle
unit in the claims.

Also, although the door lock canceling, the steering lock
canceling, and the engine start permission are performed
when both matching with encrypted data stored in the
memory 1la of the smart ECU 1 and matching with
encrypted data stored in the memory 33c¢ of the electronic
component embedding connector 3 are verified in the afore-
mentioned embodiments, the present invention is not limited
to this. For example, when the matching with encrypted data
stored in the memory 114 of the smart ECU 1 is verified, the
door lock canceling may be performed first, and when both
the matching with encrypted data stored in the memory 11a
of the smart ECU 1 and the matching with encrypted data
stored in the memory 33c¢ of the electronic component
embedding connector 3 are verified, the steering lock can-
celing and the engine start permission may then be per-
formed.

Also, although encrypted data is separated and stored in
the memories 11a and 33¢ in the smart ECU 1 and electronic
component embedding connector 3 in the aforementioned
first and second embodiments, the present invention is not
limited to this. The whole authorized encrypted data may be
stored in the memories 11a and 33¢ in the smart ECU 1 and
electronic component embedding connector 3.

Also, the aforementioned embodiments are illustrative
only, and the present invention is not limited to the embodi-
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ments. That is, the present invention can be carried out in
various forms without departing from the scope of the
present invention.

REFERENCE SIGNS LIST

1 Smart ECU (control unit, security canceling unit)
3 Electronic component embedding connector (connector)
10 Electronic key system

11a Memory

33a CPU (attaching/detaching detecting unit)

33¢ Memory

50 Electronic key

61 Door lock driving unit (first in-vehicle unit)

62 Steering lock driving unit (first in-vehicle unit)
63 Engine control unit (first in-vehicle unit)

W1 First wiring harness

W2 Second wiring harness

The invention claimed is:

1. An electronic key system comprising:

a control unit acquiring an identification data from an
electronic key, being allowed to operate when the
acquired identification data is authorized and security is
canceled, and being connected to a first in-vehicle unit;

a first wiring harness connected to the control unit;

a second wiring harness connected to a second in-vehicle
unit;

a connector connecting the first wiring harness to the
second wiring harness, the control unit and the con-
nector respectively including memories embedded
therein prestoring the identification data; and

a security canceling unit canceling security to which a
matching result of matching is transmitted when all the
identification data stored in the memories embedded in
the control unit and the connector correspond to the
identification data transmitted from the electronic key,

wherein the connector includes an attaching/detaching
detecting unit embedded therein and detecting attach-
ing and detaching of the control unit,

wherein when detaching of the control unit in the attach-
ing/detaching detecting unit is detected as a detecting
result, the detecting result is stored into the connector,
and

wherein after the detecting result is stored in the connec-
tor, a matching result of no matching is transmitted to
the security canceling unit without verifying matching
with the identification data upon transmission of the
identification data from the control unit to the connec-
tor, the security canceling unit avoids canceling secu-
rity.

2. The electronic key system according to claim 1,
wherein the attaching/detaching detecting unit includes a
backup power supply, wherein the attaching/detaching
detecting unit is supplied with power from the control unit
via the first wiring harness connected to the control unit, and
wherein when the control unit is detached from the connec-
tor, the attaching/detaching detecting unit is supplied with
power from the backup power supply, and the attaching/
detaching detecting unit thereby detects as the detecting
result the power being supplied from the backup power

supply.



